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Wireless two-way voice transfer via SCO/eSCO
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Datarates up to 3 Mb/s

5x5 mm microchips form ad-hoc networks

2.4 GHz |SM-band (Industrial Scientific Medicine),

f=2402+k MHz, k=0,...,78

Typical communication rangeis 10 - 100 meters

Bluetooth SIG (Bluetooth Special Interest Group)
deve ops technology and brings devices to the market

Current Bluetooth specification is 2.0+EDR (Enhanced
Data Rate)

Bluetooth topology (SCO/eSCO link)
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Scatternet




Security threats

» Threatsin distributed networks can be roughly
divided into three categories.

—Disclosurethreat: Leakage of information
from the target system to an eavesdropper that
doesn’t have authorization to access the
information.

—Integrity threat: Deliberate alteration of
information in an attempt to mislead the
recipient.

—DoS (Denial of Service) threat: Blocking of
access to a service, making it either
unavailable or severely limiting its availability
to an autorized user.

1

Security levels & modes

» Security begins when a user decides how a device will implement its
discovery and connectability options. Different combinations of
these capabilities can be divided into three general categories
(security levels):

— Silent: The device will never accept any connections. It simply
monitors Bluetooth traffic.

— Private: The device cannot be discovered. Connections will be
accepted if the device'sBD_ADDR (Bluetooth Device Address) is
known by the prospective master.

— Public: The device can be both discovered and connected to.

* A device can implement three different security modes:

1. Nonsecure: A device will not initiate any security measures, so
communication takes place without authentication or encryption.

2. Service-level enforced security: Two devices can establish an ACL
link in a nonsecure manner. Security procedures areinitiated when a
L2CAP (Logical Link Control and Adaptation Protocol) channel
request is made.

3. Link-level enforced security: Security procedures are initiated
when the ACL link is being established.
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Overview on Bluetooth security

Security within Bluetooth itself covers three mgor
areas. Authentication, authorization and
encryption

The process of authentication proves the identity of
one piconet member to another => The results of
authentication are used for determining client’s
authorization to access various services on a server

The process of encryption is used to encode the
information being exchanged between devices such
that eavesdroppers (even other members of the same
piconet) cannot read its contents

These three security processes are implemented
within several layers of the Bluetooth protocol
stack, so security is often termed as a cross-layer
function

Summary of Bluetooth security operations

Device A DeviceB
PIN code PIN code

Initialization key (Km0 Random number eXChange Initialization key (Ko

| !

Unit key (K,,) or Random number exchange Unit key (K,,) or
combination key (K ,g) combination key (K ,g)

Random number exchange

Authentication — |=——_, T ——1  Authentication

Random number exchange

Encryption key (K¢) Encryption key (K¢)
l Random number exchange l
Encryption f—" T Encryption
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Long-Distance attacks by using directional antenna (for example, BlueSniper Rifle)

Bluetooth Information
Gathering (for example,
BTBrowser, BTScanner,
BTAudit, and BluePrint)

BlueSnarfing
(BlueStumbling)

Brute-force BD_ADDR
Scanning (for example,
RedFang and BlueSniff)

Backdoor attack

HeloMoto attack

Exploitation of a

Disruption of the PHY

Exploitation

Big of astronger

NAK
attack

stronger RF signal

RF signal
Bluetooth Location On-LinePIN

Tracking (for Cracking Actingasa
example, BlueAlert, verifier in
BlueFang, and i one-way
BIueFigsh) U;{égg authentication BD_ADDR

. Duplication
Interception of i
data/voice packets . Bluetooth worms/viruses SCO/eSCO
R Reflection attack
Bluelacking attacks (Relay BlueSmacking L2CAP
Bluetooth aftacks) BlueSpamming Guaranteed
Device Theft Blooovering Service attack
. Bluetooth OBEX Battery Exhaustion
Off-Line : ery
Encryption Key BlueBugging Message attack attacks
Recovery !
i Attacks against
Off-Line PIN BTVoiceBugging Attacks against protocols above the PHY the PHY
Recovery via BlueBugging
X attack . . h
Disclosure Integrity Denial-of-Service threat
threat threat

Bluetooth security threats

| nter ception of packets (unencrypted link)

ct

0x5 |0xB12041CC2E1D9655 | OxA

0: 08 52 BS 54 5A 55 25 (00 44 6D 2B 4% AS 20 20 4A 36.800 ps (00003.244 5302
16:

92 24 12 D5 56 04 49 5B AB 55 48 59 AB 92|

0x7 |0xB12041CC2E109855 | OxA

0: 49 55 25 4% B5 56 BS 56 55 4A 6A AD 2A 55 DB 56 39.800 ps 00003.245 4542
lé:

55 55 25 BS DD AA AA ED B6 AA DA B6 55 AS|
LS F|.. umn qu HEC
140583152 0x7_| 0xB12033F44D9896E3 | OxA 07 | OxA 0335 | [UA/UI
Ac
1E 00 40 00 51 EF 35 43 7C 4C 4F 47 4F 46 46 5F|0x3990 1.064 ms 01082.114 2728
4F 4B 70 53 45 52 56 45 52 7C 42 59 45 7C 0A 00|
1 ETClock 3 E
140875674 0x5 | 0xB12033F44D95596E3 | OxA 0x1 DxA 0:89 | [UALI
0: 18 00 40 00 53 EF 28 43 7C 4D 53 47 7C 4D 61 72[0x7133 m 1.138 ms 01173.527 B968
16: 79 7C 62 79 65 20 61 6C 6C 21 0A 31]

An example of packet interception with LeCroy's Bluetooth protocol
analyzer when encryption is not used.

Some equipment of our Bluetooth Iaboratory

R

C

usUIl 1 24

: AD 18 Bl C7 81 24 0A 78 B5 F7 11 B4 DA E8
16: Dl 05 B2 7C BE CA 69 EEl

C

Elx5 05xE12033] ADHBBEEB EIxA uau o |17

128964424 n 05 | 0xE12041CC26109855 | OxA
n FD 5D 52 6D AB GA DB 4A 84 74 6F 05 51 77 AB Fa|| 32600 ps 00080.508 2551
77 09 50 FF 56 A4 FE DA 41 6D 09 A9 70 B7]
o o ETClock gn HEC
128964426 0x5 |0xB12041CC26109855 | DxA
u E5 AD 9A DA AD AD 95 BS AB AB 96 A9 EB BA DS Aa|| 33700ps 00080 908 8791
AD 9A AL B6 96 AA D5 AA AD 95 AD 95AAAD|

An example of packet interception with LeCroy's Bluetooth protocol
analyzer when 128-bit encryption is used.
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redfang - the bluetooth hunter ver 2.5
(c)2003 @stake Inc
author: 0llie Whitehouse <ollie@atstake.com>

enhanced: threads by Simon Halsall <s.halsall@eris.ginetiq.com>
enhanced: device info discovery by Stephen Kapp <skapp@atstake.com>

An example of

i BlueBugging

<?xml version="1.0" encoding="UTF-8"?>
<phone btaddr="00:02:EE:B0:29:4D" name="Nokia 6310i">
<manufacturer>Nokia</manufacturer>

Opening logfile fangscan.txt. B rute— Force <model>Nokia 6310i</model>
Scanning 500 address(es) <revision>V 5.50  03-03-03 NPL-1 (c) NMP. </revision>
Address range 00:02:ee:00:00:00 -> 00:02:ee;00:01:£3 BD ADDR <imei>351453208359469</imei>

Using 5 threads with approx 100 addresses each
Done[dev 1][total 0] - 00:02:ee:00:00:64
Done[dev 0] [total 1] 00:02:ee:00:00:00

> Scanning attack

<phonebook name="ME" size="500">
<contact>
<name>Test contact number</name>

Done[dev 3][total 2] - 00:02:ee:00:01:2c with Ollie <number>+358501234567 <inumber>
Done[dev 2][total 2] - 00:02:ee:00:00:c8 ) </contact>

Done[dev 4][total 4] - 00:02:ee:00:01:90 y <contact>

Done[dev O][total 5] - 00:02:ee:00:00:01 WhltehOU%S <nam§>mo;?3e£:7c)ﬁr15t:§;rl;mbe:fnamp
Done[dev 1][total 5] - 00:02:ee:00:00:865 ed an <number>+ </number>
Donel[dev 3][total 7] - 00:02:ee:00:01:2d R F g 2'5' </contact>

Done[dev 2][total 8] - 00:02:ee:00:00:c9 <contact>

Done[dev 4][total 9] 00:02:ee:00:01:91

J

( Found: Nokia 63101 [00:02:ee:b0:29:4d]

Getting Device Information.. Connected.

LMP Version: 1.1 (Ox1) LMP Subversion: 0x23b

Manufacturer: Nokia Mobile Phones (1)

<name>Yet another number</name>
<number>+358112233445</number>
</contact>
</phonebook>
<msgstorage name="ME">
<message>"STO UNSENT","", This is a test message for btxml program..</message>
<message>"STO UNSENT","", This is another test message...</message>

An example of a successful Reabinen: Dahe it Swel. e <Imsgstorage>
Brute-Force BD ADDR -slat packets> matonge
ute-Force 1 < <b-slot packets> <iphone>
<encryption>

Scanning attack with Ollie
Whitehouse's RedFang 2.5
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<slot offset>
<timing accuracy>
<role switch>
<sniff mode>

<5C0 link>

<HV3 packets>
<CVSD>

Off-Line PIN Recovery

An average time
PIN code | required (PIN

An average time required
(PIN code contains case-

2 = 0.6 milliseconds
3 = 6.3 milliseconds
4 = 62.5 milliseconds
5 = 0.6 seconds

[§ = 6.3 seconds

7 = 1.0 minutes

8 = 10.4 minutes

9 = 1.7 hours

= 0.4 seconds
= 1.7 minutes
= 7.5 hours
= 80.0 days
= 55.8 years

= 3.7 million years
= 0.9 billion years

= 14.3 thousand years

An example of a successful BlueBugging attack with (slightly modified) Andreas Oberritter's
btxml (Andreas Oberritter - Saftware homepage, btxml - mohile phone backup tool using
Bluetooth. Homepage, 2003. http://www.saftware.de). BlueBugging attack was repeated 50
times and an average time required for one successful attack (when the target mobile phone
had three contact numbers and two text messages stored) was about 10.7 seconds.
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L ong-Distance Attacks
» Powerful WLAN (Wireless Local Area Network)

length | code contains | sensitive alphanumerical directional antennas will increase the attacking range
(bytes): | only digits): characters):
1 & 62.5 microseconds | & 1.6 milliseconds

considerably

* Requires a special long-distance attacking tool to be
built

* One very good example of long-distance attacking tools
is the BlueSniper Rifle (Humphrey Cheung, Tom's

10 ~ 17.4 hours ~ 0.2 trillion years . . . . .

1| & 72 days R 61X 10'% years Networking - How To: Building a Bluehiper Rifle -
12 ~ 72.3 days ~ 1.6 x 10'° years

=20 e = 4010 yoars Part 1. Homepage, 2005.

15| 1982 yours < 26 x 10 years http://www.tomsnetworking.com/Sections-

16 =~ 1981.9 years ~ 6.7 x 10% years

article106.php):

An average Off-Line PIN Recovery times for different PIN code lengths (let us assume
that an attacker can perform an average of 80000 crack cycles per second). As described
in "Ollie Whitehouse, @Stake - Where Security & Business I ntersect. Research report,
CanSecWest/core04, Vancouver, 2004. http://cansecwest.com/csw04/csw04-
Whitehouse.pdf", by using a 850 MHz Pentium I11 with libmcrypt, an attacker can
perform an average of 80000 crack cycles per second.

— A rifle stock, powerful WLAN directiona antenna, and a
small Bluetooth compatible computer

— Powerful enough to detect devices through building walls
— Attacking can be done over amile away from the targets


http://www.saftware.de
http://cansecwest.com/csw04/csw04-
http://www.tomsnetworking.com/Sections-
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Bluetooth Location Tracking

18/03/2005 :10:54,Nokia 6310i{00.02.EE.B0.29.4D},Out of range
18/03/2005 :10:54,Nokia 6230{00.E0.03.11.93.2B},0ut of range
18/03/2005 :10:56,Nokia 6310i{00.02.EE.B0.29.4D},Discovered
18/03/2005 :10:56,Nokia 6230{00.E0.03.11.93.2B},Discovered
18/03/2005 :10:58,Nokia 6310i{00.02.EE.B0.29.4D},Out of range
18/03/2005 :10:59,Nokia HDW-2{00.03.89.35.44.6F},Discovered
18/03/2005 :10:59,BlueZ (0){00.A0.96.1F.02.2D},Discovered
18/03/2005 :11:00,Nokia HDW-2{00.03.89.35.44.6F},Out of range
18/03/2005 :11:00,BlueZ (0){00.A0.96.1F.02.2D},0Out of range

An example of BlueAlert's (TDK Systems, BlueAlert. Homepage,
2005. http://www.tdksystems.com/software/apps/content.asp?id=4)
logfile. BlueAlert isatool for notifying Bluetooth usersin advance
when other Bluetooth devices go in and out of the range. It works
only when the BD_ADDR of the target device is known. The source
codes of BlueAlert are not released (only binaries). It only works
with TDK's Bluetooth devices and runs on Windows.

Countermeasur es

Encrypting data/voice, and encrypting all sensitive material within the
device

Using private/silent security level, switching Bluetooth off completely
when it is not used, or switching device's power off when it is not used

Using only long PIN codes (16 case-sensitive a phanumerical
characters), or purchasing only devices that have long PIN codes (if
fixed PIN code must be used)

Increasing user knowledge of security issues

Minimization of transmit powers

Careful selection of place when two devices meet for the first time and
generate initialization keys

Using additional security at software level, and an additional password
to physically protect Bluetooth devices

Requiring reauthentication always prior to access of a sensitive
information/service

Safe storage for the Bluetooth devices
Automatic power off capability

" BTVoiceBugging via BlueBugging attack
» This attack extends BlueBugging attack
» An attacker can use a vulnerable Bluetooth

24

mobile phone as a bugging device by
initiating a phone call from target device to
any number that has voice recording
capabilities (for example, answering
machine or voicemail) => It means that an
attacker can secretly record sengitive
conversations and use them, for example,
blackmailing or industrial spying purposes

Counter measur es

Using RF signatures

PIN code changing should aways be possible without sending the
new PIN code via Bluetooth link

Only devices that have restricted resources should use a unit key
Updating latest firmware/software to vulnerable Bluetooth devices
Two-way authentication should always be required

Watching sudden increase of transmit powers

Keeping alist of suspicious devices

A user should never install any unknown software

A user should use antivirus/firewall software when possible

Using a portable Bluetooth device to find the area where the bug
captures the channel

Switching off all unnecessary SCO/eSCO links

Requiring reauthentication prior every SCO/eSCO link
establishment

Requiring reauthentication for every L2CAP request


http://www.tdksystems.com/software/apps/content.asp?id=4)
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Conclusion

Many of the attacks (for example, Reflection attacks and
Interception of packets) are possible because the
encryption is not used by default in many different kinds
of Bluetooth devices

| strongly recommend that factory made Bluetooth
settings should always enable encryption by default,
because many users do not know about its existence or do
not know how to set it up successfully

Other possibility isto set Bluetooth encryption as
mandatory. This of course requires minor changes to the
Bluetooth specification, and would mean that older
Bluetooth devices must also use encryption or
communi cation with the new devicesis not possible. On
the other hand, if backward compatibility with the old
Bluetooth devices must be guaranteed, then mandatory
encryption is not possible.

Conclusion
| strongly recommend that the security level of Bluetooth
device should never be public as default or as fixed factory
setting
A user should have at least a possibility to change the
factory setting of security level somehow (for example, by

pressing a particular button several seconds if a device lacks

actual Ul)

Other possibility isto set private security level as mandatory

and print the BD_ADDR of the device in every manual.
This also requires minor changes to the Bluetooth
specification if Bluetooth SIG wantsto force device
manufacturers to use it. On the other hand, some public
Bluetooth services (for example, Bluetooth guidance
services or Bluetooth Internet coffee bar services) are not
possibleif all devices must be non-discoverable.
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Conclusion

Many of the attacks (for example, On-Line PIN Cracking and
Off-Line PIN Recovery) are possible because many different
kinds of Bluetooth devices have very short fixed PIN codes (for
example, only four digits long) which do not contain any case-
sensitive alphanumerical characters

| strongly recommend that 16 case-sensitive alphanumerical
characterslong PIN codes should always be used when possible

Dozens of the attacks are al so possible because many different
kinds of Bluetooth devices (for example, headsets, keyboards
and mice) have public security level as afixed factory setting. It
means that, these devices are always discoverable. This makes
attacker's work much easier, because he/she can skip the most
time consuming part of the attack (Brute-Force BD_ADDR
Scanning attack or BD_ADDR discovery via Bluetooth protocol
analyzer) and get directly down to business.

Conclusion

Bluetooth security has remained almost
unchanged since the first Bluetooth specification
released 1999 (over six years now!)

Next mgor security improvements are
roadmapped to two upcoming Bluetooth
specifications, which will probably be released in
fall 2005 and in fall 2006 by Bluetooth SIG

Based on the attacks described in this paper,
Security improvements are very welcome

Bluetooth device manufacturers and users should
also take security issues much more seriously
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