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Description of the problem

Motivation
* Internet protocols form the basis of data communication education
* Internet protocols are actively studied by researchers.

* There are almost no tools available for studying the behaviour of
real network protocols

* Provide a tool that students can use at home, teachers can use in
the classroom, and researchers can use in the laboratory

* Features: easy to use, powerful for visualizing, and extensible for
future projects
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Uses for DaCoPAnN

Teaching

» Teachers can use scenarios to show the most important ideas.

» Save time preparing lectures.

* Can
Students

* Can

use the tool to assign exercises to the students.

download DaCoPAnN for home use.

» Used as personal e-learning tool.

Researchers

*Can

use real data to see complex situations in a network

« Useful for performance analysis
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Traditional methods for teaching protocols
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Description of the solution

Organizational division

« Take a network with two computers

tcpdump tcpdump * Run a program called "tcpdump”

g O

« This program saves the network traffic into two files

% & « Take these files, and analyze them, to see what
messages happen between the two computers
analyzer

@ « Afile is output from the analyzer

|E [:> animator * This file acts as input for the animator.
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Communication

|:> * Team Wiki website
* Forum
+CVS

* E-mail
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Communication

Team Wiki website
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Communication

PAN Communication

» Team Wiki website
* Forum

> -cvs

* E-mail
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Helsinki
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E-mail
. kulakov@cs.karelia.ru
* Personal e-mail R
kulakov@cs.helsinki.fi
- dacopan-ru@cs.karelia.ru
* Group e-mail list P @ L
ohtuk04-dacopan-petrozavodsk@cs.helsinki.fi
- Project e-mail list dacopan-all@cs.karelia.ru o
ohtuk04-dacopan-global@cs.helsinki.fi
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High level architecture

tcpdump

tcpdump

o G
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DaCoPAn
analyzer

Analyzer

« Take a two tcpdump files from two hosts

« Read each tcpdump file

« Find corresponding messages
» Merge messages into one message sequence

« Transform message sequence to the events sequence
« Calculate protocol variables and additional events

« Write events sequence into PEF file

« Produced protocol events file
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Hitnel

Analyzer
17:13:45.955758 iota.cs.prv.dcs > zeta.cs.karelia.ru.ftp: tcp 0 (DF)
17:13:45.955933 zeta.cs.karelia.ru.ftp > iota.cs.prv.dcs: tcp 0 (DF) 5"
17:13:45.956007 iota.cs.prv.dcs > zeta.cs.karelia.ru.ftp: tcp 0 (DF) o]
17:13:45.981674 zeta.cs.karelia.ru.ftp > iota.cs.prv.dcs: tcp 51 (DF) o
17:13:45.981817 iota.cs.prv.dcs > zeta.cs.karelia.ru.ftp: tcp 0 (DF) [tos 0x10] [
17:13:47.524336 iota.cs.prv.dcs > zeta.cs.karelia.ru.ftp: tcp 14 (DF) [tos 0x10] 3
17:13:47.524497 zeta.cs.karelia.ru.ftp > iota.cs.prv.dcs: tcp 0 (DF) L)
17:13:47.524648 zeta.cs.karelia.ru.ftp > iota.cs.prv.dcs: tcp 34 (DF)
17:13:47.524675 iota.cs.prv.dcs > zeta.cs.karelia.ru.ftp: tcp 0 (DF) [tos 0x10] O
17:13:50.956903 iota.cs.prv.dcs > zeta.cs.karelia.ru.ftp: tcp 15 (DF) [tos 0x10] «
17:13:50.996908 zeta.cs.karelia.ru.ftp > iota.cs.prv.dcs: tcp 0 (DF) -
17:13:51.032471 zeta.cs.karelia.ru.ftp > iota.cs.prv.dcs: tcp 33 (DF)
17:13:51.032499 iota.cs.prv.dcs > zeta.cs.karelia.ru.ftp: tcp 0 (DF) [tos 0x10]
17:13:45.938659 iota.cs.prv.dcs > zeta.cs.karelia.ru.ftp: tcp 0 (DF)
(q\] 17:13:45.938700 zeta.cs.karelia.ru.ftp > iota.cs.prv.dcs: tcp 0 (DF)
[®)) 17:13:45.938902 iota.cs.prv.dcs > zeta.cs.karelia.ru.ftp: tcp 0 (DF)
le) 17:13:45.964420 zeta.cs.karelia.ru.ftp > iota.cs.prv.dcs: tcp 51 (DF)
-_ 17:13:45.964717 iota.cs.prv.dcs > zeta.cs.karelia.ru.ftp: tcp 0 (DF) [tos 0x10]
o 17:13:47.507242 iota.cs.prv.dcs > zeta.cs.karelia.ru.ftp: tcp 14 (DF) [tos 0x10]
E 17:13:47.507264 zeta.cs.karelia.ru.ftp > iota.cs.prv.dcs: tcp 0 (DF)
S 17:13:47.507409 zeta.cs.karelia.ru.ftp > iota.cs.prv.dcs: tcp 34 (DF)
ko) 17:13:47.507572 iota.cs.prv.dcs > zeta.cs.karelia.ru.ftp: tcp 0 (DF) [tos 0x10]
o 17:13:50.939818 iota.cs.prv.dcs > zeta.cs.karelia.ru.ftp: tcp 1 (DF) [tos 0x10]
O 17:13:50.979665 zeta.cs.karelia.ru.ftp > iota.cs.prv.dcs: tcp 0 (DF)
g 17:13:51.015232 zeta.cs.karelia.ru.ftp > iota.cs.prv.dcs: tcp 33 (DF)
17:13:51.015397 iota.cs.prv.dcs > zeta.cs.karelia.ru.ftp: tcp 0 (DF) [tos 0x10]
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Hitnel

Analyzer

Protocol Events File

children="U02" flow="F1">
sent_time">0.000000</value>
trans_time">0.000105</value>
source_port">1367</value>
dest_port">21</value>
seq">900322900</value>
ack_seq">0</value>
window">5840</value>
urg_pointer">0</value>

<value
<value
<value
<value
<value
<value
<value nam
<value nam

<unit_sent id="UL" source="H1" destination="H2" protocol="P3" time="0.000000"

<unit_sent
<value
<value
<value

<value nam flag_fin">0</value>
<value nam flag_syn">1</value>
<value name="flag rst">0</value>
<value nam flag_psh">0</value>
<value nam flag_ack">0</value>
<value name="flag urg">0</value>
<value name="data_offset">10</value>

</unit_sent>
id="U2" source="H1" destination="H2" protocol="P0" time="0.000000">

name="sent_time">0.000000</value>
nam trans_time">0.000105</value>
name="tos">0</value>
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High level architecture Animator

Eile Animation Layer Language Help

a B « b0y oam E

T
»
Host A192.168.112.9 Hast B 104.85.172.132 192.168.112.9 194.85.172.142

tcpdump tcpdump I 1| T
DaCoPAn =
animator g ‘ ‘

Sreo 1057
Dst 80
Seq 1383841604
(S1c=1057 Dsl=B0 Win=5840 5§/ AckSen 3179743514
0.000280| Viin: 5840

0.000557|

| addnote | | o ]

ERRTAEESTEG) scenarioplayist | Time: 0.0007 aconds
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Animator Animator

Encapsulation diagram

art - Transport

Host A192.168.112.9 Host B 194.85.172.142 n diagram
and Bnd [ Unknown APP 7
TT. 1.564432
5rc=1057 Dsl=B0 Win=5840 5¥YN=1 AGK=0 E Snd 6.205709
0.000000; Data: '#5%&'0™+ - /0123456789:;<==>?@ABCDEF GHIJKLMNOPQRSTUVIAY
0000064
Tcrs
Sre: 34146 5134146
Src=1057 Dsl=80 Win=5840 SYN=0 ACK=1 Dst: 36281 Dst: 36281
0000280 Seq; 1052017143 § Seq: 1052019063
AckSeq: 1055442853 AckSer: 1055442853
Win: 3840 3840 _ Win: 3840 - |
Len: 1000 Len’ 1000
Id: 43674 Id: 43675
St g St 1, Froff. 16384 Froff. 15384 FrOft: 16384
57 D, TiL: 64 TiL G4 Ti 64
S
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Animator

Unit flow diagram

Unit Flow - Transport

192.168.112.9 194.85.172.142

I m ;

Sre: 1057

Dst 80

Seq: 1383845341
AckSeq: 3178751132

Dst: 1067
Seq: 31797424587
AckSen: 1383845341

|
Sre: 80

Win: 23168 Wyin: 13300
UrgPtr: 0 UrgPtr 0

FIN: O FIN: O

SYN: 0 S¥N: 0

RET:0 RET: 0

FPEH: 0 PEH: 0

ACK: 1 ACK: 1

DaCoPAn Distributed Software Engineering Project Mpoekt DaCoPAn

University of Helsinki

YHuBepcuTeT XenbcuHku
Petrozavodsk State University

MeTposaBoackuii FocyAapCTBEHHbIA YHUBEPCUTET

Animator

Additional features

Notes

Notes - Transport

THREE-WAY HANDSHAKE
FHASE 1

Computer on right sends a synchronization request

Addnote || Editnote || Dslete note
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Scenarios

MSC 0.0000->0.4639 [Transport] {1/10}
ENC [TransferUnit { U10/0.412202-0.463859/P3H2->H
Pause

IMSC 0.7251->2.0061 [Transport] {1110}
i(end)

| Insert Encapsulation | ‘ Edit item ‘

‘ Record start | Delete item
Record end inserl pause |

Mpoekt DaCoPAn
YHusepcuteT XenbcuHku
MeTposaBoackuii FocyAapCTBEHHbIA YHUBEPCUTET

"_-‘_-'_'f'_' DaCoPAnN Metrics

» Work time — 134 days, 31 day of collaboration work

* Implementation — 12.000 lines of code, 5.500 lines of comment
* Documentation — 15 documents, 346 pages

* E-mails — 650 messages

» Forum — 46 topics, 296 messages

* Test plan — 126 different tests

* Integration testing — 25 errors
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